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Communication Modalities Offered at Green Chimneys

Green Chimneys offers various communication options to support you and your child while they are enrolled
in our programs. Technology is constantly evolving, and its implications extend to every method of
communication. To assist you in making informed decisions about how you would like to communicate with
us as well as support your engagement in your child’s treatment, we have outlined the modalities utilized as
well as the potential risks associated with each modality.

Landline Telephones and Cell Phones

Both Landline telephones and Cell phones may not be completely secure and confidential. There is a possibility
that someone could overhear or even intercept a conversation using special technology. Individuals who have
access to your telephone, cell phone or your telephone bill may be able to determine who you have talked to,
who initiated that call, and how long the conversation lasted and where each party was located when that call
was made.

Text Messaging

Text messaging is not a secure means of communication and may compromise your confidentiality. At the
same time, text messaging is often a preferred option as a quick and convenient way to convey information.
Green Chimneys employees are only permitted to send text messages from Green Chimneys agency phones.
Please note that not all employees are issued an agency phone.

Email

Email is not a secure means of communication and may compromise your confidentiality. Email offers a quick
way to convey information, or detailed content. If you choose to use email to communicate with us, you may
want to use a device that you know to be safe and technologically secure (e.g., one with a firewall, anti-virus
software installed, and a password protection). Additionally, please avoid accessing the internet through a
public wireless network in your communications with Green Chimneys. If necessary, Green Chimneys can
encrypt emails through a system called Barracuda; on such messages, sender information appears as
noreply@barracuda.com. A login and password is required to retrieve these encrypted messages.

Adobe and Microsoft Products

In addition to email and calendars, documents and Protected Health Information (PHI) or Personally Identifiable
Information (PII) may be contained within other platforms for storage. Additional security information may be
found on their websites.

Zoom / Webex / Google Voice
These applications are encrypted. Additional information can be found on their websites.

Recommendations for Websites or Applications (Apps)

There are Applications (Apps) that may offer assistance to you and your child and enhance treatment (e.g.
diary cards apps). Such apps and websites may have tracking devices that allow automated software or other
entities to know that you have visited these platforms or sites, and may utilize your information to attempt to
sell you other products. Your app downloads and web-browsing history are accessible to anyone with access
to the device you used, unless you have set up safeguards to protect your viewing history.
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Electronic Record Storage

Communications are part of a clinical record of treatment, referred to as Protected Health Information (PHI).
Particular dates, times, and summations of content will be documented in progress notes. Educational Records
are also stored in electronic format, which includes reports, grades, attendance, and school-related health

information.

Your Responsibilities for Confidentiality & Communication

Please familiarize yourself with the contents of this notification and communicate through devices you know to
be secure. It is your responsibility to choose a secure location for interacting with technology-assisted media,
and to be aware that family, friends, employers, coworkers, strangers, and hackers may overhear your
communications or have access to the technology you are interacting with.

Artificial Intelligence Tools
Personal information is not to be made available to any platform without the prior approval of Green Chimneys’

MIS department, following a thorough review of security.
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